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DETAILED ACTION 

1 . Claims 1-20 are presented for examination. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351 (a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21 (2) of such treaty in the English language. 

3. Claims 1, and 2 are rejected under 35 U.S.C. 102(e) as being anticipated by Arnold (U.S. 
Patent 5,956,408). 

4. As per claim 1, Arnold teaches a method for enabling encryption and decryption of an 
initial version of a software product comprising the steps of: 

generating a first encryption key (Col 6 lines 66-col 7 lines 8, Fig. 3 No. 100); 

encrypting the initial version of the software product with said first 
encryption key to generate an encrypted initial software product (Col. 7 lines 15-21, Fig. 3 No. 
120); 

generating a first key portion of said first encryption key (Col. 6 lines 66-col. 7 

lines 7); 

calculating a second key portion by utilizing said first key portion and said 
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first encryption key to generate a said second key portion such that the combination of said first 
key portion and second key portion form said first encryption key (Col. 6 hnes 66-col. 7 hnes 
15); 

providing said first key portion and said second key portion and said 
encrypted initial software product for use in a hardware product (Col. 7 lines 21 -col. 7 lines 44, 
Fig. 3 No. 130-180); 

combining said first key portion and said second key portion to provide said 
first encryption key in said hardware product (Col. 7 lines 21-col. 7 lines 44, Fig. 3 No. 130- 
180); and 

utilizing said first encryption key to decrypt said encrypted initial software 
product in said hardware product (Col. 7 lines 66-coL 8 lines 11). 

5. As per claim 2, Arnold teaches the method wherein said step of generating a first 
encryption key utilizes a random number generator to generate said first encryption key (Col. 7 
lines 55-coL 7 lines 60). 



Claim Rejections - 35 USC § 103 
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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7. Claims 3 and 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over Arnold 
(U.S. Patent 5,956,408) in view of Applicant Admitted Prior Art (AAPA), and in further view of 
Masuda et al. (Masuda, U.S. Patent No.: 6,714,649 Bl) 

8. As per claim 3, Arnold teaches all the subject matter as described above. 
Arnold do not explicitly teach an "exclusive or" logic operation; 
AAPA teaches an "exclusive or" logic operation (Page 4 lines 8-29) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the apphcant's teaching and apply "exclusive or" in the 
system of providing encryption key because it would it would combine SPLIT A and TOKEN to 
form KEY A. (page 4 lines 8-29) 

Arnold and AAPA do not explicitly teach combining the first key portion and said first 
encryption key to calculate said second key portion. 

However Masuda teaches combining the first key portion and said first encryption key to 
calculate said second key portion. (Col. 2 lines 15-46) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Masuda with in the system of Arnold and 
AAPA because it would generate a second key-encrypted scramble key by encrypting the 
scramble key with a second key different from the first key and update the first key to enhance 
security and perform update efficiently (Abstract). 
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9. As per claim 4, Arnold teaches the method wherein said step of combining said first key 
portion and said second key portion to combine said first key portion and said second key portion 
to provide said first encryption key (Col. 7 lines 21-35); 

AAPA teaches an "exclusive or" logic operation (Page 4 lines 8-29) The rational for 
combining are the same as claim 3 above. 

10. Claims 5-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Arnold (U.S. 
Patent 5,956,408) in viev^ of Applicant Admitted Prior Art (AAPA), and Masuda et al. (Masuda, 
U.S. Patent No.: 6,714,649 Bl), and in further view of Leppek (U.S. Patent No. 5,933,501) 

11. As per claim 5, Arnold, AAPA, and Masuda teach all the subject matter as described 
above. 

Arnold teaches the method further enabling an update of said first encryption key to 
provide a second encryption key to secure a different version of the initial software product 
(Claim 1, col. 4 lines 42-51, col. 6 lines 31-37), further comprising the steps of: 

installing said third key portion (Col. 7 lines 1-3) and the encrypted different version of 
the software product in said hardware product (Col. 4 lines 43-51, col. 7 lines 16-27); 

using the encryption key to decrypt the encrypted different version 
of the software product (Col 8 lines 4-1 1, Fig. 5 No. 280) 

Arnold and AAPA fail to explicitly teach the generating the second encryption key; 

encrypting the different version of the initial software product with the second encryption 
key to provide an encrypted different version of the software product; 

combining the first encryption key and the second encryption key to provide 
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a third key portion; 

combining said third key portion and said second key portion to generate a 
fourth key portion in said hardware product; and 

combining the first key portion and the fourth key portion to provide said 
second encryption key in said hardware product; 

However Masuda teaches generating the second encryption key (Col. 2 hnes 15-46); 

encrypting the different version of the initial software product with the second encryption 
key to provide an encrypted different version of the software product (Col. 3 lines 33-47); 

combining the first encryption key and the second encryption key to provide a third key 
portion (Col. 2 lines 13-47) The rational for combining are the same bases are claim 3 above; 

Arnold, AAPA, and Masuda do not explicitly teach combining said third key portion and 
said second key portion to generate a fourth key portion in said hardware product; 

combining the first key portion and the fourth key portion to provide said second 
encryption key in said hardware product; 

However Leppek teaches the virtual encryption scheme, and the order of the encryptors 
within the sequence to which the data is applied may vary as desired (Col. 2 lines 49-55); this 
reads on combining said third key portion and said second key portion to generate a fourth key 
portion in said hardware product; 

combining the first key portion and the fourth key portion to provide said second 
encryption key in said hardware product ( Claim 1 (b), Col. 2 lines 49-55, col. 3 lines 48-59); 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Leppek with in the system of Arnold, AAPA, 
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and Masuda because it would enable a computer end user to securely encrypt data 
communications in such a manner that effectively prevents a usurper from decrypting the data 
(Col. 1 lines 5-12). 

12. As per claim 6, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition Arnold teaches the method wherein said step of providing said 
second encryption key utilizes a random number generator to generate said second encryption 
key (Col. 7 lines 55-60). 

13. As per claim 7, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, AAPA teaches utilizes an "exclusive or'* logic operation (Page 4 
lines 8-29) The rational for combining are the same as claim 3 above; 

Masuda teaches the method wherein said step of combining the first encryption key and 
the second encryption key to combine said first encryption key and said second encryption key to 
generate said third key portion (Col. 2 lines 13-47) The rational for combining are the same 
bases are claim 3 above; 

14. As per claim 8, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, AAPA teaches utilizes an "exclusive or" logic operation (Page 4 
lines 8-29) The rational for combining are the same as claim 3 above; 

Leppek teaches the method wherein said step of providing said second encryption key to 
combine said first key portion and said fourth key portion to provide said second encryption key 
(Col. 2 lines 49-55, col. 3 lines 48-59) The rational for combining are the same as claim 5 above. 
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15. As per claim 9, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Leppek teaches the method wherein said initial version of software 
product and said different version of said initial version of said software product are 
non-sequential versions (Col. 2 lines 49-55, col. 3 lines 48-59) The rational for combining are the 
same as claim 5 above. 

16. As per claim 10, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Leppek teaches the method wherein said second encryption key is 
non-sequential with said first encryption key (Col. 2 lines 49-55, col. 3 lines 48-59) The rational 
for combining are the same as claim 5 above. 

17. As per claim 1 1, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Arnold teaches a method for providing for the security of 
encryption keys for encryption and decryption of an initial version of a software product 
provided by a provider to a user of a hardware product, (Col. 7 lines 1-7, col. 6 lines 31-37) said 
method comprising: 

providing a first encryption key (Col. 6 lines 31-37, col 7 lines 21-27); 
encrypting the initial version of the software product with said first encryption key to 
generate an encrypted inifial software product (Col. 7 lines 15-21, Fig. 3 No. 120); 
providing a first key portion (Col. 6 lines 31-37); 

storing said first key portion in storage means external to the hardware (Col. 7 lines 21- 

27); 
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storing said second key portion separately from said first key portion in a tamper proof 
memory means in the hardware product (Col. 4 lines 1-14); 

storing said encrypted software product in a frirther memory means in the hardware 
product (Col. 7 lines 21-27); 

combining said first key portion and said second key portion in the hardware product to 
provide said first encryption key (Col. 10 lines 66-col. 11 lines 2); 

decrypting said encrypted initial software product with said first encryption 
key (Col. 7 lines 21-36); 

Arnold does not explicitly teach calculating a second key portion to form said first 
encryption key; 

However Masuda teaches utilizing said first key portion and said first encryption key to 
calculate a second key portion such that the combination of said first and second key portions 
form said first encryption key (Col. 2 lines 15-46) The rational for combining are the same as 
claim 3 above. 

18. As per claim 12, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Arnold teaches the method wherein said step of providing a first 
encryption key utilizes a random number generator to generate said first encryption key (Col. 7 
lines 55-60). 

19. As per claim 13, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addirion, AAPA teaches urilizing and "excusive or" logic operator (Page 4 
lines 8-29) The rational for combining are the same as claim 3 above; 
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Masuda teaches the method wherein said step of utihzing said first key portion and said 
first encryption key to calculate said second key portion (Col. 2 lines 15-46) The rational for 
combining are the same as claim 3 above. 

20. As per claim 14, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Arnold teaches the method wherein said step of combining said 
first key portion and said second key portion performed by said hardware product (Col. 7 lines 
21-27). 

AAPA ufilizing an "exclusive or" logic operation (Page 4 lines 8-29) The rational for 
combining are the same as claim 3 above; 

21. As per claim 15, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Arnold teaches the method further enabling security of an update of 
said first encryption key and providing a second encryption key for encrypting a different version 
of the initial software product (Col. 10 lines 66-col. 1 1 lines 2), further comprising: 

instalHng said third key portion in said tamper proof memory means (Col. 4 lines 1-14, 
col. 10 lines 66-col. 11 lines 2); 

installing said encrypted different version (Col. 4 lines 43-51) of the inifial software 
product in said further memory means in the hardware product (Abstract, Col. 4 lines 43-51); 

using said encryption key in the hardware product to decrypt the encrypted different 
version of the initial software product (Col. 8 lines 4-11, Fig. 5 No. 280) 

Masuda teaches 

generating the second encryption key (Col. 2 lines 15-46); 
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encrypting the different version of the initial software product with said second 
encryption key to provide an encrypted different version of the initial software product (Col. 3 
lines 33-47) The rational for combining are the same as claim 3 above; 

Leppek teaches 

combining said third key portion and said second key portion to generate a fourth key 
portion in the hardware product (Col.2 lines 47-55); 

combining said first encryption key and said second encryption key to provide a third key 
portion (Col.3 lines 47-59); 

combining said first key portion and said fourth key portion to provide said second 
encryption key in the hardware product (Col.3 lines 47-59)The rational for combining are the 
same bases as claim 5 above. 

22. As per claim 16, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Arnold teaches the method wherein said step of generating a 
second encryption key utihzes a random number generator (Col. 7 lines 55-60). 

23. As per claim 17, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, AAPA teaches an "exclusive or" logic operation (Col. 4 lines 8- 
29); 

Masuda teaches the method wherein said step of combining said first encryption key and 
said second encryption key to generate a third key portion (Abstract) The rational for combining 
are the same as claim 3 above. 
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24. As per claim 1 8, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, AAPA teaches an "exclusive or" logic operation (Col. 4 lines 8- 
29); 

Leppek teaches the method wherein said step of combining said first key portion and the 
fourth key portion to provide said second encryption key (Col. 2 lines 49-55, Col. 3 lines 48-59) 
The rational for combining are the same bases as claim 5 above. 

25. As per claim 19, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Leppek teaches the method wherein said initial version of a 
software product is non-sequential with said different version of the initial software product (Col. 
2 lines 49-55, Col. 3 lines 48-59) The rational for combining are the same bases as claim 5 
above. 

26. As per claim 20, Arnold, AAPA, Masuda, and Leppek teach all the subject matter as 
described above. In addition, Leppek teaches the method wherein said second encryption key is 
non-sequential with said first encryption key (Col. 2 lines 49-55, Col. 3 lines 48-59) The rational 
for combining are the same bases as claim 5 above. 

27. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A Shiferaw whose telephone number is 703-305-0326. The 
examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Eleni Shiferaw 
Art Unit 2136 
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